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I. INTRODUCTION: THE
RISE OF THE SMART
CONTRACT

Much has been written about the advent

of “smart contracts” and the potential

disruption they herald. That they are a

panacea for digital transactions. That their

benefits include cost savings, speed and

efficiency, security, fraud protection, and

improved verification and accuracy for

digital transactions. That they can provide

digital transactions a connection to real-

world activities and the flexibility to ad-

dress complex business arrangements and

innovative use cases. That they have the

potential to impact industries and individ-

ual activity, unlike any other recent

development.1

But what are they? The term “smart

contract” was first coined by Nick Szabo

25 years ago when he defined smart con-

tracts as a computerized transaction proto-

col that executed the terms of a contract.2

He later described them as “a set of prom-

ises, specified in digital form, including

protocols within which the parties perform

on the other promises.”3 Smart contracts

are now closely linked with digital trans-

actions on blockchain networks. Still,

there is no universally accepted definition

of what one is, and the smart code, which

is only one element of a smart contract, is

often confused with the smart contract

itself. Different articles on smart contracts

will yield differing descriptions. Varying

definitions of the term in the blockchain

context are being codified in state law4 and

beginning to appear in case law.5

Regulators have taken notice as well.

The Commodity Futures Trading Com-

mission (the “CFTC”), a key regulator and

first mover in the space, issued an educa-

tional primer on smart contracts defining
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them as a set of coded computer functions that

could incorporate elements of a binding contract

or simply execute certain terms of a contract.6

The race to define smart contracts is emblematic

of their novelty and possibilities.

Smart contracts have the potential to revolu-

tionize the fundamental human act of exchanging

value for value. Their innovation is not simply in

serving as an agent of a seller or buyer that more

efficiently executes the terms of a contract, but in

facilitating the entire process of a bargain to

exchange value.7 This bargain is the quintessence

of a contract. Therefore, smart contracts in and of

themselves need to function as legally enforce-

able contracts under applicable law.

In this article, we distinguish smart contracts

from a self-executing smart code that is executed

as an application on a blockchain network. We

also discuss the challenges and limitations, both

functional and regulatory, which must be over-

come before smart contracts deliver on their

promise of disruption.

II. SMART CONTRACTS

BLOCKCHAIN DEFINED: THE

DECENTRALIZED COMPUTING

PLATFORM THAT RUNS SMART

CONTRACTS

Smart contracts can be self-executing and

operate on both private, permissioned blockchain

networks and publicly accessible platforms that

secure performance using shared consensus-

establishing mechanisms.8 This article will focus

on public, non-permissioned blockchain net-

works, such as the Ethereum network,9 as private,

permissioned implementations of blockchains are

often intracompany enterprise solutions that do

not necessarily implicate the same contractual

issues.10

At its core, a blockchain is a distributed data-

base that maintains identical copies of discrete

structured data or transactions referred to as

blocks. The term blockchain is used because this

distributed database contains the complete se-

quence of transactions from the very first trans-

action (known as the genesis block) to the most

recent one. Each transaction is linked to the pre-

ceding transaction that collectively form a linked

chain of structured data. Transactions are verified

and maintained by a network of participating

computers.11 Each computer in the network

(called a “node”) constructs a record and holds

that record for every transaction. Transactions

are validated through a distributed consensus

mechanism.12 Cryptographic tools are used for

verifying and recording transactions on the block-

chain ledger, such as public-private key cryptog-

raphy, whereby transactions are encrypted by

public keys and can only be deciphered by some-

one who possesses the corresponding private key

and vice versa.13

Blockchains are said to be “trustless” because

they replace a trusted intermediary with a glob-

ally shared immutable record of transactions that

have been verified and managed by all of the

nodes on the network. The touted benefits of us-

ing blockchain technology include increased

transparency, resiliency, efficiency, cost-savings,

immutability, and security.

The first blockchain implementation to gain

widespread adoption was Bitcoin. The Bitcoin

network is a decentralized electronic payment

system with a native digital asset called Bitcoin.

While the Bitcoin network uses smart code, the
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Bitcoin coding language is limited14 restricting

the type of operations that occur on the platform.

A standard transaction on the Bitcoin network is

simply a transfer of ownership of a certain

amount of Bitcoin. This transaction is a one-way

transfer of value. The Bitcoin coding language

that executes the transfer does not reflect a return

of the value to the sender that is essential to

contract formation.15

In 2015, the Ethereum network provided a new

decentralized platform capable of processing

smart code through its Ethereum Virtual

Machine.16 One of the most prominent examples

of smart code is its use in the issuance of tokens

that adhere to the Ethereum Request for Com-

ment (“ERC”) 20 or ERC-20 standard. Ethereum

developers can write and deploy smart code that

issue ERC-20 compatible tokens, provide for

management of transactions and support other

functions.17 The smart code is self-executing and

provides for an exchange of Ether, Ethereum’s

native digital asset, for the newly minted token.

Because the smart code runs on the Ethereum

blockchain network, the transactions also enjoy

the benefits of blockchain technology. The dy-

namic features of the Ethereum network and the

ERC-20 standard made the possibility of smart

contracts a reality.

SMART CONTRACTS VS. SMART

CODE

We define smart contract as a combination of

(1) smart code capable of self-execution and

automatic performance of certain terms of an

agreement, (2) other terms that are not automati-

cally performed and are expressed in natural

language, and (3) other contractual elements that

collectively meet the requirements of an enforce-

able contract under applicable law. Smart con-

tracts should be distinguished from smart code.

Simply, smart code is computer code or program-

ming that can automatically execute commands

when a variable is satisfied.18 It is the often

spoken of “if, then” logic sequence that is capable

of coding commands (e.g., if a specified condi-

tion is true, then return one output and, if false,

return another).19

In essence, smart code can facilitate perfor-

mance without the need for intermediaries

through the use of decentralized and tamper-

proof blockchains.20 Smart code may be self-

executing and may trigger commands to take an

action to satisfy a provision of an agreement or to

take an action at a future time, such as one based

on the occurrence or non-occurrence of an action

or event (e.g., a change in reference rate).21 Smart

code can reside and operate externally or inter-

nally within the four corners of a smart contract.

Notably, smart code can be programmed to use

information from the blockchain on which the

smart code operates, as well as from off-chain

sources through third-party data bridges, known

as oracles. Oracles offer the potential for dynamic

real-time interactions between the smart code and

the real world.22 Oracles can relay information to

the blockchain like temperature, current interest

rate, currency exchange rate information and

more. Using oracles, the smart code can adjust

performance for changing conditions in near real

time.23 Once the conditions have been met, sev-

eral nodes automatically execute the smart code

and the smart code’s execution cannot be stopped

unless the smart code provided for it.

Through smart code, the terms of an agreement

and the state of facts relating to the performance

Futures and Derivatives Law Report June 2019 | Volume 39 | Issue 6

3K 2019 Thomson Reuters



of the agreement can be carried out on a decen-

tralized blockchain network.24 The nature of the

transactions facilitated by smart code resemble

bilateral agreements and thus were termed “smart

contracts.”25 But smart code alone is not a

contract. Smart code that simply automates a par-

ticular process but does not code, or operate in

conjunction with, all of the elements necessary to

form a binding contract may not satisfy the

requirements of a legally enforceable contract.

III. SMART CONTRACT
FORMATION

Contract formation is often overlooked in the

literature on smart contracts. An agreement with

or without smart code, absent the elements nec-

essary to form a legally enforceable contract, is

not a contract in the legal sense of the word. By

now, these concepts are relatively

straightforward. However, the complexity of the

smart code, automatic execution capabilities and

use of oracles to collect data from an off-chain

source or make it available in a smart contract’s

storage,26 raise issues of first impression for the

analysis of a legal obligation triggered by a smart

contract (e.g., the representations, warranties and

promises of the contract).

The elements required to form a legally bind-

ing contract should be no different for a smart

contract or a classical contract—offer, accep-

tance, and consideration. Smart contracts have

not had their day in court. As such, the potential

legal issues raised by smart contracts must, by

necessity, be analogized to the characteristics of

more traditional legally enforceable contracts.

While many have asserted that existing contract

law can accommodate smart contracts, it has not

yet been tested in a court of law.27 We must get

closer to the technology to effectively articulate

the regulations governing the creation of smart

contracts.

ELECTRONIC CONTRACTS

The application of contract law principles to

new technology is not a new development. The

Uniform Commercial Code (the “UCC”) was

first published in 1952 and intended to modern-

ize commercial transactions.28 The UCC imposes

a “writing” requirement for certain contracts for

the sale of goods to be enforceable.29 The UCC’s

requirement of a “writing” can be satisfied by any

“printing, typewriting or any other intentional

reduction to tangible form,” which has been

interpreted to cover electronic records.30 Courts

have also imposed a “signature” requirement that

is not clearly specified by the UCC. These courts

have looked at whether there is evidence that the

parties to a contract “adopted and accepted” the

writing.31 Courts have found the UCC’s “sale of

goods” to cover software under certain circum-

stances32 and have applied the UCC to address

mixed contracts covering both the sale of goods

and services.33

Electronic contract formation is subject to the

same basic principles as those governed by com-

mon law or the UCC.34 For instance, an internet

user can enter into certain agreements online by

simply clicking “I agree” to accept the terms and

conditions on an electronic form. For these

“click-through” agreements that online users

often see, notice of the terms and consent are

essential.35 Forming enforceable electronic con-

tracts using electronic signatures is also not new

and has long been recognized by courts.36 How-

ever, uniform acceptance of electronic contracts

and the type of evidentiary proof needed to es-
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tablish enforceability were lacking, which cre-

ated barriers for the growth of e-commerce. The

Uniform Law Commission developed the model

Uniform Electronic Transactions Act (“UETA”),

in large part, to harmonize state laws by validat-

ing and establishing rules for electronic records

and signatures.37 In relevant part, UETA defined

“electronic signature” to mean an electronic

sound, symbol, or process attached to or logically

associated with a record and executed or adopted

by a person with the intent to sign the record.38

The U.S. Electronic Signatures in Global and

National Commerce Act (“E-Sign”) was enacted

in 2000, establishing a standard for legal recog-

nition and enforceability of electronic signatures.

Congress acted due to uncertainty of the pace of

state adoption of and potentially divergent ap-

proaches to electronic records and signatures.39

E-Sign set a baseline that allowed states to pass

the UETA or a functional equivalent so long as it

did not conflict with E-Sign.40 E-Sign provides

that signatures, contracts, and records related to

transactions, not be denied legal effect solely

because they are in electronic form. Additionally,

under E-Sign, contracts may not be denied legal

effect, validity or enforceability solely because

an e-signature or electronic record is used.

UETA and E-Sign both recognize the creation

of electronic contracts and set the foundation for

the creation of smart contracts. They also presage

potential limitations of smart contracts as UETA

and E-Sign do not cover certain types of agree-

ments such as wills, codicils, testamentary trusts,

and certain UCC transactions.41 These statutes

underscore a pillar of contract formation in the

United States, that no matter the format, parties

must mutually agree to the contract terms.

Several distributed ledger technology and

blockchain technology platforms incorporate the

requirements established by existing rules and

regulations like UETA and E-Sign. The Corda

Private permissioned blockchain, for example,

has smart contracts (called “CorDAPPs”) that

include smart code and a function that Corda

calls “legal prose.”42

There are similar efforts underway for public

blockchains. Ethereum specific browsers like

Mist or plug-ins for traditional internet browsers,

such as Metamask, allow users access to the

Ethereum applications (called decentralized ap-

plications or “DApps”) with a user-friendly

interface. While data on the Ethereum blockchain

is publicly visible, it is unintelligible to most lay

users. DApps allow developers of blockchain

based smart contracts to present customers with a

requirement to accept the terms and conditions

for use of the DApp in a readable and user-

friendly way. As with traditional click-through

agreements, such terms and conditions agree-

ments in DApps should also be enforceable.43

The contours of the regulatory regime for

developing smart contracts are already in place.

Developers must take into account the objective

and purpose of the smart contract, which will

dictate how to analyze it from a risk management

perspective and what legal and regulatory rules

may apply (e.g., sale of goods, currency swap,

interest in real estate or security interest in digital

assets).

IV. SMART CONTRACT
ENFORCEABILITY

All contracts are subject to performance issues

and smart contracts are no different. Performance

is the fulfillment or accomplishment of a prom-

ise, contract, or other obligation according to its
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terms.44 The typical issues with performance can-

not be eliminated with automation because they

arise when there is a question as to whether the

performance meets or falls short of the contract-

ing parties’ expectations.

A smart contract is enforceable either by auto-

mated execution of smart code or via legal en-

forcement of rights and obligations.45 Perfor-

mance in the context of a smart contract is

mediated by technology.46 For example, block-

chain networks that have total control over the

platform have been able to incorporate typical

contractual mechanism that greatly mitigate any

enforceability concerns. To date, there is no

reported case of a court adjudicating issues of

first impression around enforceability of smart

contracts. As such, any analysis of the legal

enforceability of a smart contract must necessar-

ily rely on untested hypotheticals and analogies.

Consider a smart code that governs the perfor-

mance of a loan agreement. In this example, the

smart code would automate the release of an

amount of Ether to satisfy a loan repayment

schedule. One can write code that establishes if

and when a payment is due and the steps required

for performance (e.g., charge the payment

amount), but it cannot guarantee performance. In

order for the contract to be satisfied, the payment

must be readily available at the time that the

Ether is due. Yet, what guarantees that the digital

wallet will have the Ether at the time the smart

code is executed and attempting to collect the

Ether?

The more challenging aspects of smart contract

performance deal with provisions that require

value judgments. For instance, whether someone

has used commercially reasonable efforts is a

concept that we are currently unable to effectively

code into a smart contract.47 The proposition that

the code is the contract means that smart con-

tracts can be written entirely in code (including

every provision of the contract, its representa-

tion, warranties, promises, indemnity, etc.). This

proposition is one which smart contracts likely

will not be able to fulfill either through native

blockchain information or, off-blockchain infor-

mation (e.g., via an oracle) until smart contracts

can leverage technological developments, such

as those in the area of artificial intelligence, to

assess the satisfactory compliance of subjective

provisions like those requiring a “reasonable”

effort.

We caution that the use of and reliance upon

smart code to automate performance can lead to

unwanted results. Coding is not error proof.

Converting a written or spoken agreement into

executable smart code can have unintended

consequences. For contracts with a long shelf

life, there is a greater chance that a divergence

between the agreed upon terms and the perfor-

mance of the smart code will develop over time.

What happens when the performance triggered

by the code does not meet the contracting par-

ties’ expectations? Will one of the parties be held

liable for breach of contract or will the program-

mer bear some responsibility?

RECOURSE AND CHOICE OF LAW

Typically, the parties to a contract are the ones

that enforce it. More often than not parties to a

contract adhere to the agreed upon terms. For

simple agreements, legal requirements around

contract formation and enforcement may be

viewed as burdensome. The rubber meets the

road, however, when there is a dispute in a con-

tractual arrangement and the aggrieved party

resorts to the courts to seek redress.
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In the United States, contract law is generally

the province of state law. Smart contracts present

jurisdictional issues that are not typically present

in other forms of contractual arrangements.

Choice of law provisions, typically used in stan-

dard contracts, may not provide an answer in the

context of smart contracts. Smart contracts on

public blockchains may have connections to a

large number of jurisdictions. As in the United

States, countries around the world are grappling

with how to deal with blockchain technology and

issues like the ones raised here. As such, there

are questions about whether and how a smart

contract governing a cross-border transaction

upsets established principles.48 In the case of

choice of law, some possible factors for making

this determination are the location of the parties,

the location of the servers and the location of the

nodes that verify the transaction.49

V. LIABILITY RISKS CREATED
BY SMART CONTRACTS

Vulnerabilities in smart contract code have

resulted in significant monetary losses as a result

of hacking and coding errors.50 These hacks are

commonly performed by exploiting an error in

critical functions of smart contracts, which can

lead to indefinitely locked funds, leaked funds,

backdoor transfer/minting functions, and the abil-

ity to arbitrarily kill a contract.51

These issues and others discussed below have

raised the question of whether liability in the

context of a smart contract should include parties

that were previously omitted from liability for

breach of contract. There is a well-worn path for

determining which parties have potential liability

for the breach of a classical contract. The com-

plexities of smart contracts and the new contrib-

uting parties (i.e., the programmers and the

developers of platforms where the smart contracts

reside and operate) raise the question of which

parties have potential liability not only for breach

of contract but also for any violations of law

perpetrated through the use of a smart contract.

CODING ERRORS

The hack of The Decentralized Autonomous

Organization (“DAO”) in 2016 served as an early

high-profile example of smart contract coding

gone awry.52 After raising hundreds of millions

of dollars in its initial coin offering (“ICO”), but

before the DAO project commenced activity,

computer programmers identified a bug in the

DAO’s smart contract code.53 The DAO’s smart

contract was coded to be self-executing and

entirely reliant on the code that resided on the

Ethereum blockchain. Even though the potential

threat was known, the smart contract had already

been deployed and an attacker was able to exploit

the vulnerability by draining approximately one-

third of the Ether raised in the ICO before the bug

could be addressed. It could be said that the smart

contract performed differently than intended, yet

the smart code, as written, performed exactly the

way it was coded. The essential roles played by

the parties involved in the blockchain networks,

the core developers, and the programmers of the

smart code, raise potentially novel liability issues

that are not present in classical contracts and raise

more traditional ones in novel ways.54

RISKS FOR CORE DEVELOPERS

“Core developers” are a group of developers

who release periodic updates and new versions

of blockchain software. They enjoy certain con-

trol over the operations of the network that are
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not enjoyed by other nodes on the network. The

actions or inactions of the core developers can

have significant implications for the network and

its users. Take, for example, the audit of a recently

proposed upgrade to the Ethereum blockchain,

Constantinople, that revealed a dangerous unin-

tended consequence of one of Constantinople’s

changes: certain smart contracts would now

become vulnerable to a type of malicious attack

called “reentrancy.” Attackers could have ex-

ploited the bugs to rig a smart contract to, for

example, redirect currency to the hacker’s

wallet.55 Shortly after the audit company brought

this issue to the attention of the Ethereum core

developers, they decided to postpone the Con-

stantinople upgrade.56 This underscores that the

decisions made by the core developers of a given

blockchain network, such as upgrades, can have

a significant impact on blockchain network par-

ticipants both from a financial and functional

perspective. The potential liability for core devel-

opers is an issue that has become the subject of

legal debate among blockchain scholars.57

RISKS FOR SMART CODE

DEVELOPERS

Smart code developers also face a number of

unanswered questions around the potential for

civil and criminal liability created by their in-

volvement in programming the smart codes.

Some have questioned whether creating a smart

contract and advising on its use and operations

can be deemed to be practicing law without

license.58 Additionally, some regulators have

signaled the potential for personal liability for

computer programmers and smart code

developers. This later approach deviates from the

historical treatment of developers as insulated

third parties that do not create violations because

the end user typically controls the program’s

operations. This is not the case for smart contract

code that can carry out every step of a transaction

once initiated. As such, developers have entered

into a new realm with several potential legal and

regulatory pitfalls.

VI. REGULATORY OVERSIGHT
OVER SMART CONTRACTS
AND THEIR PARTICIPANTS

Smart contracts are, by definition, subject to

state and federal rules regarding contractual

arrangements. However, depending on their

design, application, and use, smart contracts may

also be subject to other regulatory and legal

regimes. These regimes include obvious ones like

the previously discussed UETA and E-SIGN, and

some that are less obvious like the U.S. securities

laws or commodity laws. When the operations of

smart contract transactions encroach on their

jurisdiction, U.S. regulators have signaled their

intent to regulate smart contracts, computer

programmers and participants in these

transactions.

The U.S. Securities and Exchange Commis-

sion’s (the “SEC”) enforcement action against

Zachary Coburn, more commonly known as the

EtherDelta case, is an example of the potential

regulatory consequences of smart contracts.59

EtherDelta is a decentralized trading platform

that provides a secondary market for trading of

ERC-20 tokens, such as Ether and other

Ethereum-based tokens. EtherDelta has a smart

contract deployed on Ethereum that allows users

to execute trades pseudonymously through the

smart contract with only an Ethereum wallet and

token (ERC-20 or Ether).60 EtherDelta’s smart

code defined and executed its business
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operations.61 The smart code was programmed to

validate order messages, confirm the terms and

conditions of orders, execute paired orders, and

direct the distributed ledger to be updated to

reflect a trade. Partly due to the functionality of

EtherDelta’s smart code, the SEC concluded that

it had the underlying functionality of an online

national securities exchange.62

Section 5 of the Securities Exchange Act of

1934, as amended (the “Exchange Act”), makes

it unlawful to operate an unregistered securities

exchange.63 Section 3(a)(1) of the Exchange Act

defines an “exchange” to include any organiza-

tion that provides a marketplace or facilities for

bringing together purchasers and sellers of

securities.64 Rule 3b-16(a) uses a “functional

test” that looks at whether the system “brings

together the orders for securities of multiple buy-

ers and sellers” and “uses established, non-

discretionary methods” whereby “such orders

interact with each other, and the buyers and sell-

ers entering such orders agree to the terms of a

trade.”65 Because, in relevant part, the EtherDelta

smart code trading protocols had the sophistica-

tion to perform these functions, the SEC held that

EtherDelta’s functionality satisfied the definition

of an “exchange” within the meaning of the secu-

rities laws.66 Accordingly, the SEC concluded

that Zachary Coburn should have registered

EtherDelta as an exchange or operated pursuant

to an exemption.67

Identifying Zachery Coburn was relatively

straightforward, as he was a visible figure for the

platform and he personally developed the smart

code that powered the decentralized exchange,

which he also operated.68 However, this case

raises interesting questions of what happens

when a third party is responsible for writing the

smart code for the smart contracts. The SEC has

not made it clear that it will make a distinction

between the developer of smart code and the

platform operator.69 The SEC indicated that “[a]n

entity that provides an algorithm, run on a com-

puter program or on a smart contract using block-

chain technology, as a means to bring together or

execute orders, could be providing a trading

facility.”70 As such, programmers of such smart

code under which these platforms operate, could

conceivably become liable for securities

violations.

The CFTC’s unofficial view of potential en-

forcement action similarly puts smart code pro-

grammers in the crosshairs of potential civil and

criminal liability. At a conference in Dubai,

CFTC commissioner Brian Quintez expressed

the view that if a contract is a product within the

CFTC’s jurisdiction (e.g., it has the characteris-

tics of a swap, futures or option), then it is subject

to CFTC regulation.71 Commissioner Quintez

suggested that smart code programmers who

could reasonably foresee, at the time that they

created the smart code, that it would likely be

used by U.S. persons in a manner that could

violate CFTC regulation, could potentially be

charged as aiding and abetting violations of

CFTC regulations.72 Commissioner Quintez also

stated that “[i]t is certainly possible that the

software code does not represent the entirety of

the participants’ agreement and must be inter-

preted in connection with traditional contract law

concepts like good faith and fair dealing.”

While this may seem incredible, smart code

programmers need look no further than the

CFTC’s recent case against software developer

Jitesh Thakkar and his firm, Edge Financial

Technologies Inc.73 In that case, the CFTC
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charged Thakkar, a software developer, with aid-

ing and abetting a trader’s spoofing scheme (bid-

ding or offering with the intent to cancel before

execution) by developing customized trading

software for a trader.74 The CFTC alleged that

Thakkar knew, or should have known, that the

program was being used to violate CFTC rules

and regulations. Sound familiar? The CFTC has

signaled it will assert jurisdiction over smart

contracts and participants in transactions dealing

with smart contracts that encroach on the CFTC’s

jurisdiction.

The CFTC is responsible for promoting the

market integrity of derivatives markets. CFTC-

registered entities like Designated Contract

Markets (DCMs) and Swap Execution Facilities

(SEFs) may implement smart contracts using

smart code programmed into options, futures,

and swaps. Depending on its structure, operation,

and relevant facts and circumstances, a smart

contract could be considered a commodity, for-

ward contract, futures contract, swap agreement

or an option on futures contracts.75 All of these

are subject to regulation by the CFTC.

Any potential enforcement action by the SEC

or the CFTC would present unique challenges.

Yet, these developments reflect a clear effort by

these agencies to scrutinize all aspects of the

cryptocurrency and blockchain ecosystem. U.S.

regulators will continue to police digital transac-

tions involving smart contracts. As such, network

core developers and programmers should be

mindful of these risks.

VII. CONCLUSION

Technology has disrupted everyday activi-

ties—how we hail a cab, purchase products and

even how we manage the temperature in our

homes. As technologists turn their attention to

other long established ways of doing things, the

way that we have historically exchanged value

for value is in the crosshairs. It is not a question

of if, but when contracts and contract formation,

as we know it, will be truly disrupted.

Smart contracts will force a reevaluation of

how the existing legal regimes apply to contrac-

tual relationships. Although existing sources of

law can govern even the most complex transac-

tions, smart contracts present novel issues that

have been raised in the abstract but have not been

tested. Companies, individuals and the gatekeep-

ers they enlist have long since learned that the

SEC and CFTC have targeted, and may continue

to target, digital transactions and activities that

use or occur on blockchain networks they view

as unlawful. As the use of smart contracts prolif-

erates, parties seeking to develop, deploy and/or

use them (including programmers and coders)

should be mindful of the potential risk and legal

landmines that abound.
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